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Malware Continues to Growé 
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New Malware Samples New malware 

samples grew 22% 

from Q4ô12 to Q1ó13 

2012 new malware 

sample discoveries 

increased 50%  

over 2011. 

Malware continues to grow, and getting more sophisticatedé 

128M Total Malware Samples in the McAfee Labs Database 



The number of new, unique samples this quarter is greater than 320,000, more than twice as many as in the first quarter of 2013. 

During the past two quarters, McAfee Labs has catalogued more ransomware samples than in all previous periods combined.  

Ransomware 
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New Ransomware Samples 
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Total Malware Samples 
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The McAfee ñzooò now contains more than 140 million unique malware samples. 

Total Malware Samples 
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Suspicious Internet (MX) 
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As of December 31, 2012, nearly 

1,100 suspicious Internet addresses 

hosted in Mexico were analyzed by 

McAfee. There were only 800 in late 

2011. 62 percent of the current ones 

are assigned with a maximum risk.  

Nearly 51 percent of these URLs 

hide malware. About 26 percent of 

them are used in phishing 

campaigns and 13 percent in spam 

campaigns.  



Comprehensive Malware Protection 

First Layer of Defense: 

Global Visibility and  

Situational Awareness 
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Second Layer of Defense:  

McAfee Advanced Threat Defense 



Comprehensive Malware Protection 
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Third Layer of Defense: 

Network Threat Protection 



Comprehensive Malware Protection 

Fourth Layer of Defense: 

Comprehensive Endpoint  

Threat Defense 



Comprehensive Malware Protection 

Fifth layer of defense:  

Real Time Endpoint Awareness 



Comprehensive Malware Protection 

Sixth Layer of Defense: 

Heal Endpoints 



Comprehensive Malware Protection 

GTI 
Seventh Layer of Defense: 

Global Threat Intelligence  
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Result:  https://www.virustotal.com/en/file/59c878b9daa887167c1857edf1d121dddfa0fb30031058e0d87f46890e7456ad/analysis/  

https://www.virustotal.com/en/file/59c878b9daa887167c1857edf1d121dddfa0fb30031058e0d87f46890e7456ad/analysis/


McAfee Comprehensive Malware Protection 
Solution Overview 
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Discovering ZeroDay and Targeted Attacks 
Live Walkthrough 
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Discovering ZeroDay and Targeted Attacks 
Live Walkthrough 
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REPUTATION CHECK OF THE URL PASSES 

PAYLOAD APPEARS TO BE  A .SCR INSIDE A .ZIP 



Discovering ZeroDay and Targeted Attacks 
Live Walkthrough 
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MATD OR NTR EXECUTION DEMONSTRATES: 

Discovering ZeroDay and Targeted Attacks 
Live Walkthrough 
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Usar los controles adecuadosé 



Defending Against Targeted Attacks Requires Lean-Forward Technologies and Processes 














































