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Malware Continues to Grow... W McAfee

An Intel Company

128M Total Malware Samples in the McAfee Labs Database

New Malware Samples New malware

samples grew 22%
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Malware continues to grow, and getting more sophisticated...

Source: McAfee Labs ,2013



Ransomware ™ McAfee

An Intel Company

The number of new, unique samples this quarter is greater than 320,000, more than twice as many as in the first quarter of 2013.
During the past two quarters, McAfee Labs has catalogued more ransomware samples than in all previous periods combined.

New Ransomware Samples
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Total Malware Samples W McAfee

An Intel Company

The McAfee “zoo” now contains more than 140 million unique malware samples.

Total'Malware Samples
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Suspicious Internet (MX)

Risk scale for suspect URLs
{URLs hosted in Mexico)

5%
6%

279%

URLs and risks combination
(URLs hosted in Mexico)

| palware

m Phishing
Sparmm

m Other

@ McAfee

An Intel Company

As of December 31, 2012, nearly
1,100 suspicious Internet addresses
hosted in Mexico were analyzed by
McAfee. There were only 800 In late
2011. 62 percent of the current ones
are assigned with a maximum risk.

Nearly 51 percent of these URLSs
hide malware. About 26 percent of
them are used In phishing
campaigns and 13 percent in spam
campaigns.



ve Malware Protection & McAfee

e

| | @ McAfee
& I ’ X GLOBAL THREAT INTELLIGENCE
_ DNS Server

First Layer of Defense: S

-




Comprehensive Malware Protection @ McAfee
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Comprehensive Malware Protection @ McAfee
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Network Threat Protection
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Comprehensive Malware Protection @ McAfee
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Comprehensive Malware Protection & McAfee
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Multi-Layering Defense | Interconnected
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Escena 1l @ McAfee

© Click here to download pictures. To help protect your privacy, CQutlook prevented automatic download of some pictures in this message.

From: eFax.com <message @inbound.efax.com =
To: Vazquez, Juan Carlos

o
eFax message from 151252580154 -1 page(s), Caller-ID: 512-525-0154

=]

Fax Message [Caller-1D: 512-528-0184]
You have received a 1 page fax at 2013-09-12 06:56:56 CDT.
* The reference number for this fax is min1_did13-1368734175-5125280154-49.

View this fax online, on our website : http./'www efax com/faxes/view fax aspx?fax_id=5125280184
Please visit www eFax com/en/efax/twalpage/help if you have any questions regarding this message or your service.

Thank you for using the eFax servicel




Escena 2 W McAfee
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@ McAfee SiteAdvisor Software — Website Safety Ratings and Secure Search - Mozilla Firefox

WZY McAfee SiteAdvisor Software — Website .. | 4+

www.siteadvisor.comy/restricted.htmli?domain=http: %.2F 2

c2Fnavegandodigital.com.ar®2Ftmp%2Fpdf_efax_5125280184.zip&originalURL=-20073

1 Bpip=false&premium="falseficlient_uid=342

|2 Most Visited [} Getting Started 3 InfraEnterprise Custo... | Web Slice Gallery % Connect

Wf McAfee | siteAdvisor®

An Intel Company

Whoa!

Are you sure you want to go there?

Opening pdf_efax_3125280184.zip

You have chosen to open: http://navegandodigital.com.ar/tmp/pdf_efax_512528... may be risky to wvisit.
C1) pdf_efax_5125280184.zip

which is: WinZip File (323 KB) Why were you redirected to this page?
from: http://navegandodigital.com.ar

€ when we visited this site, we found it exhibited cne or more risky behaviors.
What should Firefox do with this file?

7 Openwith | WinZip (default)

: Save File

dtected!
[ Do this automatically for files like this from now on.

Visit anvway

.

© 2003-2013 Mcafee, Inc. Legal Notices
OK l ’ Cancel

_———
Follll "Ml Mcafee SECURE™ | IR

12:48 PM

ST AR DR SR e




Escena 3 @ McAfee
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Warning: Dangerous Site

Whoal

Are you sure you want to go there?

http://navegandodigital.com.ar/tmp/pdf_efax_S512E528... may be nsky to wisit.

Why were you redirected to this page?

a When we wisited this site, we found it exhibited one or more risky behaviors.

McAfee SiteAdvisor ke
I | Visit anyway
ghlike | 3 74,4924 pe e

-

Y ou are downloading: pdf_efax_51252301384.zip

© 2003-2013 McAfee, Inc. Legal Notices
From: httpainavegandodigital.com.aritmp/

McAfee has detected that your download contains viruses, spyware, and other

potentially unwanted programs. These programs can damage your hard drive or
steal your personal information.

Diownload Anyway EBlock Download




Escena 4

Documents lig

Sarmples

Mame

L0l pdf_efax 51252801
= pdf_1712V6169096
T pdf_1712Y6162096

=1

= ﬂ. = | WinZip - pdf_efax_5125280184 zip

W McAfee

An Intel Company

Backup Toaols

o

Attach to
E-mail ~ =

Settings Layout Help Upgrade

" ‘;f;' " Include -
=2t T Filter -
Zip

_‘GJ FTP Upload ~ = " Jnzip and Insta —

B & -
L ==L 42 Unzip Options = =

1-Click Unzip Cpen

Unzip - With -

vty £5)

&% Burn COvDWVD

Encrypt Convert Zip File Unzip Entire WinZip File

Compress Send Drecompress Wiew
Mame Type

[ pdf_efax_ 5125280184 .exe Application

Blocked File Motification EE

| _— Windows has blocked the file

&a 7% Delete
a8

Select
- J Mew Folder

Rename

Editing
Modified
9/12,/2013 1:23 PM

@ On-Access Sc

o -

an Messages

File

Message

MName :

State :

View Options

Message :

Date and Time :

Detected As:

Help

VirusScan Alert!

9/13/2013 12:49:55 PM

CUsers'admin®AppDataLocalTempwzf 7eb pdf_efax_51252801 84 exe
Artemis!| E33225864440

Deleted

In Folder
CAUsershadmin...

Source Detected A= Status Date and Time

9/13/2013 12

Detection Type

Application
CProgram ... JCWVAZQUE...

Username

[ Remove Message ]

[ Close Window ]

Client I
110




Escena 5 W McAfee
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. = MchAfee » Comprehensive Malware Protection » Samples »

File Edit VWView Tools Help

Crganize Cpen Share with E-mail Burn Mew folder

r Favorites Documents library
Bl Desktop Samples
Ak Downloads

=il Recent Places ST ]
— I“;! [ FOF |

I = I L] E: ||___
.:-;‘,-!I’ © Bomaea

v# Dropbox
-1
o=a Libraries =
;:| Documents pdf_efax 5125280 pdf_efax_ 5125280
al! Music 34 =
| Pictures

E Videos
Homegroup
A group

M Computer

WinF7 COEPIlatinumwd 4 (T

-

pdf_efax 5125280184 Date modified: 9/12/2013 1:23 PM Clate created: 912
Application ize: 359 KB




_ total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

pdf_efax S1252280134 exe Choose File

Maximum file size: 64MB

By clicking "Scan itl', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details

You may prefer to scan a URL or search through the VirusTotal dataset

@ McAfee

An Intel Company




Escena 7 @Mtl:cApf?e

File already analysed

This file was already analysed by VirusTotal on 20130913 09:30:38

Detection ratio: 28747

“ou can take a look at the last analysis or analyse it again now

FReanalyse View last analysis

Choose File

pdf_efax_ 5125280134 . exe
Maximum file size: 64MB

By clicking "Scan itl", yvou consent to our Terms of Semvice and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details.

You may prefer to scan a URL or search through the WirusTotal dataset



https://www.virustotal.com/en/file/59c878b9daa887167c1857edf1d121dddfa0fb30031058e0d87f46890e7456ad/analysis/

McAfee Comprehensive Malware Protection

@ McAfee

An Intel Company

Solution Overview

McAfee
Global Threat Intelligence

FREEZE

McAfee ==

Endpoint Agent*

FIND

NSP

Adob
Network IPS ove GTILTI
m ]
Office Efficient AV Signatures
e A I |
e S :
_» Target-Specific Sandboxing d ! Automated Host Cleaning
¢ (ValidEdge) : (ePO)
] == I
McAfee [ MORE | McAfee Advanced Threat Defense 1 Malware Fingerprint
Email Gatewa I
y 4 McAfee ePO I Query
I (Real Time ePO)
I
I




Discovering ZeroDay and Targeted Attacks

Live Walkthrough

@ McAfee

An Intel Company

YOU FIND ON-PREM

Advanced Threat
Defense

McAfee
Global Threat Intelligence

S A ~

Target-Specific
Sandboxing (MATD)

LIVE E-MAIL RECEIVED 08-27-2013

¥ |+ - MOTIFICATION - Package delivery confirmation - Message (HTML) [ ] B [
e Developer [~} 9
3 \kJ $ 5L (33 n1307 5% &Rules' (-} Mark Unread a% ) ©
B ff' (% To Manager ~ _J Categorize = - A
Reply Reply Forward . Move |3 i - Translate Zoom
) ATIF 1"& + | |[3d Team E-mail - . £ Actions ¥ Follow Up ~ > ls -
Respond Quick Steps Move Tags u Editing Zoom

5.com <tracking@ups. com =

Sent: Tue §/27/2013 10:53 AM

|

Emulation Engine L

asser, Erik

FICATION - Package delivery confirmation

Adobe
FILES

URL REDIRECT TO
MALWARE SITE

Efficient AV Signatures

Cla GTI Reputation

Misrosoft: M -

Office

3 Party Threat Data
1as been delivered to the local UPS office.

JPEG 5. 1Z12Y6169096771351 and can be used at
i.ups.com/WebTracking/track?loc=en_US

http://www.cooplapara.com.ar/blog/
pdf_1712y6169006771351 zip

woice can be downloaded, in PDF format, from§ Click to follow link
i.ups.com/WebTracking/trackinginvoicedownloa®aspx?package_id=820919

JAR Analysis

m your item, visit our office with a printed copy of thng

ipping invoice.

1

A
)|

Y CWAIEWSS

[ MORE | PDF Analysis
-4 Network Threat

13

Itomatically generated email. please do not reply ==

Response

MFE FINDS VIA CLOUD




Discovering ZeroDay and Targeted Attacks

Live Walkthrough @ McAfee

An Intel Company

REPUTATION CHECK OF THE URL PASSES
YOU FIND ON-PREM

f Advanced Threat Check URL

Defense Enter the URL to check:

EXE MCAfee Target-Specific |hﬂp:.-“.-“mwv.|::cn0pIapara_cnm.arﬁblngfpdf_1212‘r’6169095??1351_2ip |
@ Global Threat Intelligence Sandboxing (MATD) ¥ Local ¥ Cloud

1 Emulation Engine

URL: http://www.cooplapara.com.ar/blog/pdf_1712¥6169096771351.zip (181.16.152.254)
Geolocation: AR:Argentina £

Local Cloud
Adob | . | Minimal Risk (0 Unverified (15
obe . . '-. g Ao
—_— Efficient AV Signatures 7 Mchfee Mchfe
Cla GTI Reputation
M\Crusuf_l’ ‘-_ "J
Office 3 Party Threat Data PAYLOAD APPEARS TO BE A .SCR INSIDE A .ZIP
.
o | WinZip Pro - pdf 1712Y6169096771351.zip = | Bl
o File Actions View Jobs Options Help
) q .-:;!as.| d 1A IR P IE] i
JAR Analysis “Ig! U '@ ?’“" Y LA RS ¢ @
(( New Open Favorites Add Extract ZipSend Encrypt View
—ay L = i = =
==) L Name Type Modified Size Ratio Packed CRC A
PDF Analysis &| pdf 1712V6169096771351 5cr Screen saver  8/26,/2013 2:42 PM 336,384 42% 195868 12758993 A

Network Threat
Response

MFE FINDS VIA CLOUD

=




Discovering ZeroDay and Targeted Attacks ™ McAfee

Live Wa|k'[hl‘0ugh An Intel Company

DUE TO ZERO DAY, FEW A/V SIGNATURE CATCHES

TSWF | YOU FIND ON-PREM
Advanced Threat ~
Vs S total
McAfee ] Target-Specific
@ Global Threat Intelligence | Sandboxing (MATD)
S d ! Emulation Engine ! SHA256: 5e59097b1ab24f508aa8e9fac859507c406689d599bbedba3bs880b78a737 1eb
™ 5 S
.3(\ — File name: pdf 1Z12Y6169096771351 scr
Adobe Detection ratio:  2/45
Os Analysis 2013-08-27 15:27:00 UTC ( 37 minutes ago )
Office
TotalDefense v] 20130827
o
L TrendMicro v] 20130827
é{) TrendMicro-HouseCall V/ 20130826
IMoRE] VBA32 (V) 20130827
-4 Network Threat
Response VIPRE (v 20130827
MFE FINDS VIA CLOUD
ViRobot (V] 20130827



Discovering ZeroDay and Targeted Attacks

Live Walkthrough

@ McAfee

An Intel Company

YOU FIND ON-PREM

Advanced Threat
Defense

McAfee ] Target-Specific
Global Threat Intelligence Sandboxing (MATD)

@ i Emulation Engine L

_=_Ador Efficient AV Signatures
Cln GTI Reputation
M\crusuic_é -
3 Party Threat Data
o
JAR Analysis
& -
[ MORE | PDF Analysis
-4 Network Threat

Response

MFE FINDS VIA CLOUD

MATD OR NTR EXECUTION DEMONSTRATES:

Malware Detected

The transferred file contained a virus and was therefore blocked.

URL: http: /fwww, cooplapara.com.ar/blog/pdf_1Z12¥&1690967 71351 .Zip
Media Type: application/executable

Advanced Threat Defense Results:

MATD Hash: 0cchec?eeddadzebalore48502eb 0361
MATD Severity: S

File Name: pdf _1Z212¥&16909567 71351 scr.exe
Verdict: Subject is malicious

[statistics Severity |
Fersistence, Installation Boot Survival

Hiding, Camouflage, Stealthness, Detection and Removal Frotection

Security Solution / Mechanism bypass, termination and remaowval, Anti Debugging,
W Detection

Spreading

Exploiting, Shellcode

Metworking

Cata spying, Sniffing, Keylogging, Ebanking Fraud

N ok W

[Behavior

Installs itself into Appdata and behaves like Zbot

Created active content under RECYCLER folder

Infected Analyzer 'bait’ application

Detected active embedded content in the sample

Cbtained and used icon of legit system application

Examined content under Analyzer temporary directory

Celeted file(s) from the Analyzer folder

Injects into a different process memory and changes the access protection of the committed
pages

wrote {injected) data to an area of a foreign process memaory

Set callback function to control system and computer's hardware events
Enumerated all running system's processes in the snapshot

Contained long sleep

Created named mutex object

Created and set up new security descriptor for the running process
Created itself in suspended state and waited for the resuming thread call
Updated information in a system access control list {SACL)

Changed the protection attribute of the process




Discovering ZeroDay and Targeted Attacks

Live Walkthrough

@ McAfee

An Intel Company

YOU FIND ON-PREM

Advanced Threat
Defense

McAtee ] Target-Specific
@ Global Threat Intelligence Sandboxing (MATD)

Emulation Engine L

Adobe Efficient AV Signatures

GTI Reputation

1l

co
co

3 Party Threat Data

JAR Analysis

A
|

1

Y CWAEWSS

[ MORE | PDF Analysis
-4 Network Threat

Response

MFE FINDS VIA CLOUD

WHAT’S LEARNED THROUGH EXECUTION:
Uses obfuscation techniques
Utilizes VM detection
Will utilize host to spread to others
Will spy on and/or record data

Creates active contentin Recycler
Embedded executable content
Grabbed approved system icon to re-use
Changes memory access protection
Set function to control system/hardware events
Changed process protection attributes
Captured all running processes for examination



Escena 8 (Malware) W McAfee

el\/';: | a CAUsers\admin\Documents\ MyInfo201 3\ McAfee\Comprehensive b O ~ & || (& pdf_efax_5125280184.exe M... |

File Edit View Favorites Tools Help

x I@Jl Secure Search 0 IﬂE -

Sample Name: pdf efax 5125280184.exe

MDS Hash Identifier: E33225864440ABE7F1CC714ABE9%4CS5D9

SHA-1 Hash Identifier: 009EGS3E28C0A2DSB2A39EEOSAD7S553E7BABE3DD
File Size: 368341

Down Selector's Analysis:

Engine GTI File Reputation Gateway Anti-Malware Anti-Malware PDF Emulation Sandbox Final
Threat Name --- — — -
Severity None MNone None MNone

This sample 1s malicious: final severity level 5
Analysis Environment: '
Digital Signature Verified: unsigned
Microsoft Windows XP Professional Service Pack 3 (build 2600) Publisher: Mot Available
Internet Explorer version: 6 Description: egsfer

]P:gci:n};;of; fo_ice xers;cgl 2003 Product Name: Application 50
eader version: Version Info: 1001

Sample Submitted on: 2013-09-11 12:56:24 File version: 1001

Strong Name: Unsigned
Original Name: S0.EXE

Internal Name: 50

Copyright: Copvright C 2013
Comments: Not Available

Time Taken: 133 seconds

Baitexe activated but not infected

Processes analyzed in this sample:

=[5 e LR o3




Usar los controles adecuados... ™) McAfee
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October 18, 2013



Defending Against Targeted Attacks Requires Lean-Forward Technologies and Processes

NAC
Mobile Device Security ,.
App. Whitelisting/Blacklisting
SIEM 4
Next-Generation Firewall
Endpoint Protection Net/Computer Forensics
Network Segmentation Threat Intelligence
Sandboxing
Firewall/IPS DLP/DAM
Secure Web Gateway DAST
Vulnerability Management Situational Awareness
Change Control/Privilege Management Incident Response

DAM = digital asset management; DAST = dynamic application security testing; DLP = data loss prevention; IPS = intrusion prevention
system; NAC = network access control; SIEM = security information and event management

Source: Gartner (June 2013)

@ McAfee

An Intel Company




Global Threat Intelligence and SIEM W McAfee

An Intel Company

IP REPUTATION CHECK

ADVANCED CORRELATION
ENGINE

Medium Risk High Risk

AUTOMATIC IDENTIFICATION

McAfee Labs
IP Reputation Updates

Botnet/ Malware Network Network Presence of DNS Hosting Intrusion

\WET
Spam Web Access

BTCE Sending

Hosting Probing Probing Malware Activity Attacks




W McAfee
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Manejo de Eventos...

Total Correlated Events Average Severity - Correlated Events Source IPs

Bound to: Average Sewverity - C... 91,488 (1009

VAL Ty
AN /s
B o %0k W

: 172.25.161.9 e 25,159

7oK =
—
—

Rogue DMS Communication with ... =]

172.25.109.80 0 6,057

Anomalous activity after exploit 9=

69.20.46.147 N 2,641

High Sewverity Events to a Suspici... =

172.25.109.6 ¥ 2,273

Multiple scans from a local host 91

Unauthorized database access S0 59.20.46.145 E 2,261

Scans - Targeted 89 % Page 1

91.488

Off-hours Events from a Local Host 832

T — — —
Total Events Multiple high sewverity events fro... 22 i~ Destination IPs

Bound to: Average Sewverity - C... 91,488 (1009

Off-hours Events to a Local Host 832

Off-hours Events from a Non-Co... 832 a28.85.72.59 E 9,718

Off-hours Events from a Suspicic... 83 288.85.72.76 E 7,920

Off-hours Events from a Suspicic... 83 288.85.72.75 E 7.509

Off-hours Events from a Suspicic... 83 172.25.109.80 E 5,225

Malware sent from internal source 79 59.20.9.100 4,051

Page 1 =

Lt
—|
- } Page 1

ST
i Ewvents

Bound to: Average Sewverity - Correlated Events

Sewaerity Ewvent Count

Source IP

Source Port

Drestination IP

Drestination Port

First Timwe

Last Timnme

83 i
71

83

73

i
i
83 i
i
2

1400 8

L= R ] i

172.25.109.6
192.175.48.42
172.25.109.6
172.25.109.6
192.175.48.42

172.25.161.9

1F2 25 152 1291

S8T774
dns:52
S8T774
S8T774
dns:52

2739

mourkS Brmus s 0

192.175.48.42
172.25.109.6
192.175.48.42
192.175.48.42
172.25.109.6

88.85.72.75

dns
S8T774
dns
dns
S8T774
http: 80

P P

052520132
052520132
052520132
052520132
052520132

052520132

Nne/ 252041 =

052520132
052520132
052520132
052520132
052520132
052520132

Ne/2S5/20n4 =




Priorizar los eventos de seguridad @ McAfee

An Intel Company

ic Average Sewverity - Correlated Events

Off-hours Bvents from a Suspicious Geolocation
Malware sent from internal source

Multiple alaerts for infection by malware on this host
Backdoor after buffer-owverflow attack

Succaessful login after exploit attempt

GTI - DNS Communication with Malicious Host
Unauthorized Service Account Usage

GTI - Remote Shell Communication with Suspicious Host
Multiple high sewverity events from an external host
Multiple high severity events to an internal host
Successful login after malware attempt

Scans - Stealth

Repasated database query failures by the same usear

FRepeated database query failures by the same user

Repeated database gquery failures by the same user

Failed Login From China or Morth Korea
Successful login after suspicious activity
Successful login after scan attempt

Possible Botnet IRCYIM Connection
Reconnaissance followsad by an exploit
Multiple failed login attempts to one system
Possible probing by a single source

SOQL Injection attack - from same source

SQL Injection attack - failures of low sewverity




De arriba hacia abajo... McAfee

An Intel Company

o= Ewvents :
Bound to: Awverage Sewerity - Correlated Events
Sawarity Rule Message Ewvent Count Souwurce IP Drastination I Protocol Last Timnwe Eveant Subtype
75 GTI - DNS Communication with Ma| 1 172.25.109.80 20<4.11.108.12 udp o6/ 25/2013 17:39:07 stop Ly
Communication with 1 10.10.6.15
I3 GTI - DMNS Communication with Ma| 1 10.10.6.15 61.74.F5.1 udp 05/25/20132 17 :37:35 stop
75 STI - DNS Communication with Ma| 1 172.25.109.80 194.85.61.20 udp O06/25/2013 17:34:17 stop
75 GTI - DMNS Communication with Ma| 1 172.25.109.80 194.85.61.20 udp 06/25/2012 17:34:17 start
75 GTI - DNS Communication with Ma| 1 172.25.109.80 194.85.61.20 udp O06/25/2012 17 :34:17 stop
75 STI - DNS Communication with Ma| 1 172.25.109.80 194.85.61.20 udp O6/25/2012 17:24:17 alaert =
75 GTI - DNS Communication with Ma| 1 172.25.109.80 194.85.61.20 udp 06/ 25/2013 17:34:17 alert -
Details | Adwvanced Details | Geolocation | Description | Motes | Custom Types Iml Source Flows
==
Seweriby Rule Message Ewvent Count Source IP Destination I Protocol Last Timwe Event Subtype
Details | Advanced Details | Geolocation | Description | Notes | Custom Types Im'
Packet Format: Auto "~ T | = 1 Auto get packet
Find test: | | = >

<141 >TJun 4 07:35:14 fw auditd: date="2013—-06—-25 22:27:51

+0000" | fac=f_ dn= proxy. arsa=a_proxEy. type=t_nettraffic.pri=p major.pid=2008_ logid=0.cmd=dn=p. hostname=fw_ =tp—

lab . comn. event="=z=e==ion

begin"  netses=si1d=2Z2dc951add0f2 . =rcip=10 .10 . 6 .15  =rcpoxrt=54108 =rc=one=internal . protocol=17 . d=t_gec=US . d=tip=61 . 74 75 . 1. d=tp
ort=53 d=tzone=external . rule name="Foxrt 53 wide open” . cache hit=1. =tart_time="Z2012—-06—25 2Z:27:51 +0000"  application=DH=




Si bueno, con quién hablo? W McAfee

An Intel Company

Email web
Reputation Reputation

High Risk 6l .74 .75 1 Threat Detail
Medium Risk g d 5 Location: E3

This page shows details and results of our analysis on the IP H ot rae
Unverified address 61.74.75.1

Domain:
Minimal Risk

Next Steps: Search Again view All Threats Sign Up for McAfee Labs Security Advisories Threat Feedback

> Overview

This page shows information on the IP address’s email and web reputations, location, registration, asscciations,

Intrusion aatacios activities, and threats.

Associated Domains

Neighboring IP Addresses

Daily Trend of IP Mail Volume Change and Daily Trend Web Reputation
Reputation
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Recycle Bin

- User on WinXPHost01
kemp downloads “Windows update”

from fake site. Executes it,
= nothing sinister appears.

WindowsxP-KE
S35935-3P2-E
rL

WindowsxP-, ..

&0 &

————
f.‘,’ start I O windows Task Manager | W& Inbox - Outlook Express | @ temp



@' McAfee | Enterprise Security Manager

MHEHeEse @ 0O

10,045 (100%) : 10,045 (100%%)

vEd +
vinphosto1 stp-lab.com N :o.o=>
MeAafes_ FW_Ent Met traffic - Session end _ epoll.stp-lab.com 3

Possible probing by a single source

Mecafeae FW_Ent Session begin

1
wavaw. killerbean.com 1
2

Multiple high sewvarity evaents from an internal host Othears

Malware sent from internal source

e

\

Meanwhile, we start to see a 10,045 (100%)
number of potentially malicious N o.00s
events related to this host on j
McAfee ESM. '

BACKDODOR : Back Orifice Trojan

Infectaed file deletaed

[N R A

ICMP: Metmask Reguest

ICMP: Timestamp FProbe

MoK M

Update successful
TCP: SN Port Scan

Trojan: Poison Iwvy traffic detected

- e e
S

)

Accaess Protection rule viclation detected and neot blackad

/

-

\

= Ewents
Bound to: Ewvent Destination IPs
Sewverity Rule Message Ewe... Sowurce IP Destination I Protocol Last Time
Il o Trojan: Poison Ivy traffic detected winxphost0l.stp-lab. winxphostOl.stp-lab. n/a oz/0z/2012
| B Mcoafee_ FW_Ent Session begin winxphost0l.stp-lab. winxphostOl.stp-lab. n/a oz/0=2/2012

1520 Possible probing by a single scurce winxphost0l.stp-lab. winxphostOl.stp-lab. n/a oz/0=2/2012

Il 7o Trojan: Poison Ivy traffic detectad voenri kcillerbean.com winxphostO0l.stp-lab. 4 0Z2/03/2013
B 75 McAfaae_ FW_Ent Session begin winxphostOl.stp-lab. wivowr. kzillerbean.com 02/03/72013

1520 Possible probing by a single source winxphostOl.stp-lab. wovowr. kzillerbean.com 02/03/2013
B zz250 Meafaae_ FW_Ent Met traffic - Session end winxphostol.stp-lab. waenws. kcillerbean.com o0z/03/2013
B zz50 McAfeae FW_Ent Session begin winxphostol.stp-lab. vaenes. Killerbean.com oz/03/2013

MeAafee FW_Ent Met traffic - Session end winxphostol.stp-lab. vivaws. Killerbean.com oz/o03/2013

0130104 - Poweared by McAfee EDB User time: 22:06 Sunday, February 2, 2013



@Mcﬂfee" | Enterprise Security Manager

M EeE S @0

MecAfeae FW_Ent Session begin 3,743

MeaAfaeae FW_Ent Met traffic - Session end _
Possible probing by a single source _ 1,288

Multiple high sewverity events from an intermnal host

2,729

Infaected file delatad I 29
| s

Access Protection rule viclation detected and not blockeaed

P

Source IPs
10,080 (100%%])
FEA

Summary

epoll.stp-lab.com
wavaws. killerbean.com

Othears

— " " |
= Ewent Destination IPs ‘Q
10,080 (100%0

L]

Bound to: Event Source IPs

Step 1: This external host looks

suspicious. Let's blacklist him.

File infectad - Undetarm)

\_

TCE: S¥M Port Scan | 1

Troian: Poisen Ivy traffic detected | 1

10.10.100.7 | 52
64-129-104-159.static.twtalaco... I 12
157.55.240.221 | 4

s.18.25.6 | =

65.55.27.2z20 | =2
|1

E Ewents
Bound to: Event Destination IPs

Sewverity
o

W s
W =z=50

Rule Message Ewve... Source IP

Trojan: Poison Iwvy traffic detectad 1 warawr. illerbean.com
Mcafeae FW_Ent Session begin 1 10.10.100.
Mcafeae_ FW_Ent Met traffic - Session end =0 10.10.100.
1520 FPossible probing by a single source =0 10.10.100.
W =z=50 Mcafeae FW_Ent Session begin =0 10.10.100.
W zza1 Multiple high sewverity events from an inter| 27 10.10.100.
B zozs MecAfes_ FW_Ent Met traffic - Session end 27 10.10.100.
B zozs MecAfes FW_Ent Sessicon begin 27 10.10.100.

Meafes FW Ent Met traffic - Session end =1 10.10.100.

—

Destination IP Protocol Last Time Event Su L

10.10.100.7 oz2/03/2013 alert

E

waeaors. Killerbean. ozZ/03/2013 start

waeaors. Killerbean. ozZ/03/2013 reject

waeaors. Killerbean. ozZ/03/2013 reject

waeaors. Killerbean. ozZ/03/2013 start

wieavs. Killerbean. oz/o03/2013 reject

wieavs. Killerbean. oz/o03/2013 reject

wieavs. Killerbean. oz/o03/2013 start

_—

wieoes. Killerbean.

M =S
|

02/03/2013 reisct Ry |
a i

Liser time




@Mcﬁfee" | Enterprise Security Manager

MHEHe NS & 0

Ewvent Source IPs
10,080 (100%0) Bound to: Summary 10,080 (100%0])
LX) LE X

S

Meafme Fw_ent session becin SN -.7<c 10.10.200.7 S :o.05-
Meafaae_ FW_Ent Met traffic - Session end _ B F I epoll.stp-lab.com

FPossible probing by a single scurce _ 1.888 waeavs. Killerbean.com
Multiple high sewverity 2vents from an internal host _ 556 Others

Infaectaed file delataed I 29

o

Access Protection rule vielation detected and not blackead I Ewvent Destination IPs QI

Malrware sent from internal scurce I Ewvent Orilldown E

BACKDOOR: Back Orifice Trojan Flows Drilldowm r

0.100.7 052

ICMP: Netmask Reguest ez Elle iy

i Summarize
ICMP: Timestamp Probe

. teleco... 1z
Actions

Fila infectad - Undetermined clean error, deleted succe... 40,2zl
WHOIS Lookup .

Update successful
i Blacklist 62.228.1.2 18.25.6

TCP: SN Port Scan
Troign: Poison Iy traffic detected

E Ewvents s Export *

Saearch ELM 27 .220

4
4
2
2
=2
=2
1
1

Bound to: Event Destination IFs Cialata 3

Sawverity Rule Message Source IP D Mark as revievwwsd v ytocol Last Timea Event Su L

W 75 McAfae FW_Ent Session begin 10.10.100.7 waraes. illerbean.com 02/03/2013 21:08:14 start
1520 Possible probing by a single source 10.10.100.7 wvavaes. illerbean.com 02/03/2013 21:07:14 reject

W =z=50 MeAfaeae FW_Ent Net traffic - Session end 10.10.100.7 wavaws. illerbean.com 02/02/2012 21:07:14 raeject

B ==50 MeaAfaa FW_Ent Sessicon bagin 10.10.100.7 waraws. killerbean.com 02/02/20132 21:07:13 start
W =zza1 Multiple high sewverity events from an inter 10.10.100.7 waraws. rillerbean.com 02/02/2013 20:56:52 rejaect
B zoz2s5 Mcafea FW_Ent Net traffic - Session end 10.10.100.7 viovoei. lzillerbean..com 02/03/20132 Z20:56:52 reject
B zoz25 Meafaas_ FW_Ent Session begin 10.10.100.7 waraws. illerbean.com 02/03/20132 20:56:51 start

1521 Possible probing by a single source 10.10.100.7 viovoei. lzillerbean..com 0Z2/03/2013 Z0:47:27 reject

-

|—-| RIS Meafaeas FW Ent Net traffic - Session end 10.10.100.7 waraws. illerbean.com 02/03/2013 2047127 rE'iEI:tI_||—_
F n

Usar time




(M) McAfee | Enterprise Security Manager

P EES& NS @O

‘Q L £ Event Source IPs
10,080 (100%0) Bound to: Summary 10,080 {(100%0)
kA A
Meates Fw_ent Session besin SN = 742 G 10.10.100.7 N :o.o<
Meafaa_ FW_Ent Net traffic - Session end _ 2,729 epoll.stp-lab.com =

1
FPossible probing by a single source ! 1.888 vivaer. killerbean.com 1
Dewice List =

Multiple high sewverity events from an internal host nars

Selaect the device to which you want to apply the
blacklist setting.

Infectad file deletad

timation IPs =3
Global Blacklist Source IPs 10,0068 (99.27%0)
LT

)
I
I
I
BACKDOOR : Back Orifice Trojan I stpauli450 brnare. Leillarbas n . corm _ 10,006 E
I
I
I
I
I

Access Protection rule viclation detected and not blocked

Malware sent from internal source

ICMP: Metmask Regquest 10.10.100.7 52

ICMP: Timestamp Probe 5. ctotic.bebelaco. .. 1o

File infected - Undetermined clean error, deleted succe... 157.55.240.221

Update successful 2.18.25.5

TCP: 5YMN Port Scan 55.55.27.220

—
Troiani Peison vy traffic detected | . .
Events | *QI
Bound to: Event Destination IPs

Sewearity Rule Message _ _ | Protocol Last Time

Il 75 mMeafea_FW_Ent Session begin N TIoUIONTIOOLT [ ETarBea - Eam tcp 02/03/2013 21:08:14

1530 Paossible probing by a single source 10.10.100.7 wavaw. killerbean.com tep 0Z2/02/2012 21:07:14

Bl zz50 Meafeae_ FW_Ent Met traffic - Session end 10.10.100.7 vivars. killerbean.com tcp 02/03/201=2 21:07:14

B z=50 Mcafee FW_Ent Session begin 10.10.100.7 vavow. killerbean.com tep 0Z2/03,/2013 21:07:13
B zz41 Multiple high sewverity events from an inter 10.10.100.7 vioears. killerbean.com tcp 02,/0=2,/201= 2Z0:56:52
B zoz=sS Meafee FW_Ent Met traffic - Session end 10.10.100.7 vavow. killerbean.com tep 0Z2/03,/2013 20:55:52
W z0z25 Meafee_ FW_Ent Session begin 10.10.100.7 vioears. killerbean.com tcp 02,/0=2/2012 2Z0:56:51

1581 Possible probing by & single source 10.10.100.7 vavow. killerbean.com tep 0Z2/03,/2013 20:47:27

I_-I et Mcafeas FW Ent Met traffic - Session end 10.10.100.7 viears. killerbean.com tco 02/0=3/20132 Z0:47:27
F a |




@' McAfee | Enterprise Security Manager

Physic

— NSM Sensor Properties Q g  —
- - D000
— =] F
Sensor: stpaul 1450 llr'-
- —
T sum T e
™ Include Global Elacklist 10005
[
1 - - I I
IPF Address Duration Description Add =
|
Delaete
M
Access Pr }
' Add NSM Blacklist Entry =% 3.27 %
'I'

IP Address: 53.228.1.2

Cruration: I 15 minutes Iil |
||| Filae infact
Crescription: Suspected Poisonlwvy CERC Eer'..rerl
I ' ok | cancel ! [
—
Lo Ewver b
Bound to
Sawverity it SwuL

|
k|
4]
-+

1520 ot
B =z=50 ct
W ==50 t
B z=z41 s
W zoz2s5 ct
W 2025 | =| '

1581 TTTPossTEE pProormg oY 3 STagra Soarca = DR 55 L e L TR EITITE T e S . COrT1 = = LS == S 6 e s S e e T FE_TE--I:t



W McAfee | Enterprise Security Manager

Physic

ME5M Sensor Properties

(- - D000
— =] F
Sensor: stpaul 1450 llr'-
H—
EE Sum . [
" Include Global Blacklist 100%
[
1 - - I I
IPF Address Duration Description Add =
52.228.1.2 02/07/2012 12:15:38 Suspected Poisonlvy CEBRC Saerver
|
Delaete
Pl
Access Pr | E
32T
o
a5 [
||| File infect
H—
E Ewer b
Bound to
Sewverity it EHE
W 7= t
1520 ct
B z=50 ct
W z=50 t
W zz41 ct
W zozs ct
m e | e
1521 CTFOsSSTOIE prooing oy g Singlie Source =T L 5 e R e L TR e T S T . CO T rrayaect

e

TOZErOSTr IO 0T rTET



|=:| Real-time Threat Analyzer

nsmMO2.stp-lab.com |

Y McAfee

A Int=l Company

All Host=

El S all Hosts

Administrator |

Metwork Security Manager

Threat Analyzer

Alarts Incidents

Host=s

Forensics Praefarances

Display Filkering « '

@ Detail view ) Group By |[Current User

Ad

Session St...

1 yp Addr...

Host Name

MNetwork Access Zo...

State

Health Le...

Current Usar

02/07 13:11:52

>

63.228.1.2

IFS Quarantined

\_

Quarantine successfully
implemented through the McAfee
NSM. Link to C&C host blocked.

~

J

4|

Total Rows 1

B Critical




@Mcﬂfee" | Enterprise Security Manager

M HEHS NS @ O

‘gl I Ewvent Source IPs
10,045 {100%:]) Evwent COrilldown 10,029 (99.84%])

Meafes_Fw_ent sassion begin S -
Assat Drilldown
Mcafeas FW_Ent Met traffic - Session end _ .
Summarize
Possible probing by a single source _ ! .
= = = = Actions Craate new watchlist
Multiple high sewverity evaents from an internal host _ WHOIS Lookup Append to watchlist

Malvare sent from internal source x E Blacklist 10.10.100.7 Create new alarm
[ \ Search ELM FPerform MVM Scan

Step 2: This internal endpoint appears to have Visw in =PO 10,031 (100%)

Export b

been compromised. From McAfee ESM we can Dalate el 10005
. . . . i sleco... =2
lock it down and scan it immediately through Mark 22 reviewed

T R P Ost L stpeTa b.com

L Flows Dirilld owm Lo

1=

i -

k ) 85.55.27.220
Access

Others

|
|
ePO 157.55.240.221 |
|
|

= |
= Ewents ‘Q‘
Bound to: Event Destination IFs

Sewverity Rule Message Eve... Source IP Destimation I Protocol Last Time Event Su L

70 Trojan: Poison Ivy traffic detectaed 1 winxphostOl.stp-lab. winxphost0l.stp-lab.com n/a 02/03/20132 : ! alart

7S Mcafee FW_Ent Session begin 1 winxphostOl.stp-lab. winxphost0l.stp-lab.com n'/a oz/0=2/201= : : alart

1520 Possible prebing by a single scurce winxphostOl.stp-lab. winxphost0l.stp-lab.com n/a oz/0=2/2012 : : alaert

7S Mcafee FW_Ent Session begin winxphostol.stp-lab. waeaws. killerbean.com oZ/03/2013 E E start
FPossible probing by a single source winxphostol.stp-lab. wivoei. kzillerbean.com o0Z/03/2013 : : reject
rMcafeas FW_Ent Met traffic - Session end winxphostOl.stp-lab. wivoei. kzillerbean.com 0z2/032/20132 : : reject
McAafes FW_Ent Session begin winxphostOl.stp-lab. wivoei. leillerbean.com 0Z2/0=2/201= : : start
Meafaae_ FW_Ent Met traffic - Session and winxphostol.stp-lab. waeaw. killerbean.com ozZJ02/20132 [ ' rajaect

Multiple high sewverity events from an inter winxphostol.stp-lab. viovawr. kkillerbean.com ozJ02/20132 I ' raeject




@Mcﬂfee" | Enterprise Security Manager

M HEHS NS @ O

@

=l
0,029 (99.84%)

|
Bl io00=2s

] =
Salact tags and enter an IP address to apply the tags to that endpoint. l.;- L L]

Mame Motes
Server Ciefault tag for systems identified as a Server

cnlaEls o Waorkstation Cefault tag for systems identified as a Workstation

Policy: Lockdown Systerm Deploys restrictive lockdown policies for HIPS
A |
Task: Full AW Scan Run deep anti-malware scan. Mo exclusions. Q

A 10,021 {100%a])
Test Tag Tag for Testing

Task: Deploy Advanced C Triggers deployment of Application Whitelisting (App Contrel) and anti-rootkit [(Deep Defendeaer) technology.

HAcocess Protectio n

S — . —e

"y

Bound to: Event D

Sewverity Rule E Event Su L

Il 7o Troj= IP address to assign the selected tags 10.10.100.7 4 wake up client alert

Mo = 20 alart
W 7S Assign the selected tags Assign

1530 Poss! alert

i |
75 MoAfs |=| 1< start

Possible probing by a single source winxphostol.stp-lab.com wivoei. kzillerbean.com 0Z/03/201=2 21:07:14% reject

rMcafeas FW_Ent Met traffic - Session end winxphost0l.stp-lab.com wivoei. kzillerbean.com 02/02/201=2 21:07:13 reject
McAafes FW_Ent Session begin winxphostOl.stp-lab.com wivoei. leillerbean.com 0Z2/0=2/201=2 21:07:132 start
Meafaae_ FW_Ent Met traffic - Session and winxphostol.stp-lab.com waeaw. killerbean.com 0DZ2JSO2/2012 20:56:52 rajaect

Multiple high sewverity events from an inter winxphostol.stp-lab.com viovawr. kkillerbean.com 02/02/20132 20:56:52 raeject

Usar tim




P—
e Start

&+ Mchfee Host Intrusion Prevention
Task Edit Wiew Help

Looking at the endpoint, we see
that the firewall started off
disabled.

ME ) € 4 Allow ARF Rule

M E O @ & Allow EAPOL

| £ € =9 Trusted Applications (Trusted for firewall)
W [+ @ Mchfee Agent Communication

=1 D ﬂ 4 Allow McAfee signed applications

] EP ePolicy Orchestrator Server

™ E & VPN

= E £ € ¢ Allow Agentto-Server Communication
W [+ @ Ping and ICMP

FE 5 @ 4 Allow 202.1X Authentication

M E £ € =@ Allow bootp

M E O @ = Allow DNS

| 2 € 4 Allow Net Time Protocol

W [+ @ MNetBI2S Group

A = W b, A Ll i

Firewall is disabled - all traffic is allowed

I O windows Task Manager | & Inb

i Mcafes Hosk Inkrusio. ..




&+ Mchfee Host Intrusion Prevention
Task Edit Wiew Help

~

e s Uit i v ePO enables the firewall with a
restrictive policy.

The Trojan is contained on the
— | endpoint.
P Allow AR

W Allow EAPOL
=@ Trusted Applications (Trusted for firewall)

L+
L+
L+

Mchfee Agent Communication

=9 TrustedSource - Allow Haost IPS Service
W@ TrustedSource - Get Rating

= |IP Spoof

=2 Allow DMNS

W Allow McAfee signed applications

4 Allow RDP

@ Block All

@ Block All Traffic

—
—
= E )
= E )
=E )
&3
= E D)
= E O
= E )
=E )
FE
= E D)
= 0
=

00000000

Firewall is enabled

4= Task Manager | ¥® Inbosx - outlo xpress | 25 McAfee Host Inbrusia. ..



= YWirusScan Console
Task Edit Wiew Tools Help

] - | | S

| || 8|32

Task.

| Skakus

Last Result

_!E.ﬁ.ccess Prokeckion

[1 Buffer Creverflow Probeckion

on-Delivery Email Scanner

Jnwanted Programs Policy

E on-Access Scanner
Cwarantine Manager Policy

ﬂ Full Scan

ﬂ Targeted Scan

ﬁ futolpdate

ﬂ {managed) Full &% Scan - Mo Exceptions

ﬁ (managed) Updake Task

Enabled

Enabled

Enabled

8 unwanted program ...
Enabled

The quarantine folder ...
Mot Scheduled

Mot Scheduled

Daily, S:00 PM
Running...

Duaily, S:00 &M

The Update succeseded

Simultaneously, ePO launches

Sunday, February 03, ...

an aggressive scan.

WirusScan Console

Firewall is enabled

Task Manager [ ¥ Inbox - Outlook . McAafee Host Inkrusio, ., K= virusScan Co



Windo

Y= YWirusScan Console

cree e

| = | B | &1 |32 [9

Task

| Skaktus Last Result

3 Access Probection Enabled

IFS Palicy m Buffer Crverflow Probection Enabled

@?Qua

El Targ
Bk
Ei nE]
ima

WirussSca

GFuII File Wiew Options Help

Cn-Delivery Email Scanner Enabled
@ Urnwanked Programs Polic 8 unveankted program ...

@Dn—

L% On-Access Scan Messages

T Additional malware on the infected
@ Message: host discovered and cleaned.

Date and Time :
MHame :
Detected As:
State :

' Internet FilessContent. |E [ Bemove Meszage

J

J

Mame In Folder

[  Cloze wWindow

&Windnwsﬁ'lﬂ'-ﬁﬂ 835935-5PZ-EMU . exeene  C:A\Documentz and SettingstAdministratorhDeskiop

& MHyMotepad. exe. exe C:ADocuments and Settingz"AdminiztratorsDeskiop

& PILib.dll C:ADocurments and 5ettingz*AdminiztratorsDesktophPlI2[1].3.2

& pl_server exe. exne C:A\Docurnmentz and Settingz"AdminiztratorsDeskiophPl2[1].3.2

& Foizon vy 2.3. 2. exe C:A\Docurments and Settingz"AdminiztratorsDeskiophFl2[1].3.2

&.&DD'I 2695 exe C:“\System Yolume Infarmations_restore{4490DE3F1-BE 54 -4434-91DC-57CAZBOEADESRFP42E
& Dol ene CARECYCLERNS-1-5-21-1292428093-299502267-8235221 15-500

% PoizonlwwRAT-KB[1].exe C:ADocurmentz and 5 ettingzs*AdminiztratorsLocal SettingshT emparary Internet Filesh\Content IESYS51:

% |

>

oy

Firewall is enabled

Inktrusio,.. R MirusScan Co : B2 On-fcc




@Mcﬂfee" | Enterprise Security Manager

P HEES ™S & O

Ewvent Source IPs

IS

10,045 (100%) | |Bou

L]
McAfee_ FW_Ent Session begin _
Meafaee_ FW_Ent Met traffic - Session end _
Possible probing by a single source _
Multiple high sewverity events from an internal host _

nd to: Summary

epoll.stp-lab.com =

1
waraws. killerbaean..com 1
2

Others

10,221 (100%)

+4

Malware sent from internal socurce _ 4

BACKDOOR: Back Orifice Trojan JJJ] =+ =
Infectad fila delatad _ <

Ewvent Destination IPs

Bound to: Event Source IFPs

ICMP: Metmask Reguest 3 2

e teillarbean.corr N o.c0<

winxphostol.stp-lab.com

Confirmation back in the SIEM.
Remediation complete.

ICMP: Ty, =
54-129-104-159.static.twtelaeco... 2
157.55.240.221

Trojan: Poison I &65.55.27.220

Access Protection rule wviclation detecte
COthers

-

10,221 (100%a])

FEA

7

= Ewvents

Bound to: Ewent Destination IPs

Sewerity Rule Message Ewve... Sowurce IP Destination IP Protocol Last Time

Infected file deleted 21:33:35

Access Protection rule wviclation detected ar
Infected file delatad

Access Protection rule viclation detected ar
Infected file deleted

Possible probing by a single source
Meafaea_ FW_Ent Met traffic - Session end
Meafee FW_Ent Session begin

rMcoafeas FW_Ent Met traffic - Session end

winxphostol.stp-lab.com
winxphostOl.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com

winxphostol.stp-lab.com

winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
winxphostol.stp-lab.com
warnwi. killerbean.com
vaeaes. leillearbean.com
wowaes. kkillerbean.com

wavnwi. killerbean.com

n/a
n'a
nSa

nSa

Lisar tim

ozZ/03/2013
0Z2/03,/2013
ozJ02/20132
oz/02,/2013
ozZ/03/2013
0Z2/03,/2013
ozJ02/20132
oz/02,/2013

0Z/03,/2013

21:27:00
21:24:56
21:22:09
21:08:14
21:07:14
21:07:14
21:07:13

20:56:352




& McAfee
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Comprehensive
malware protection,
only available from McAfee,
IS an orchestrated approach
to protect against malware.






