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;. Donde hay aplicaciones?
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¢ Confiabilidad o segurid

IN-HOUSE I SW FACTORY

COMERCIAL

Un software confiable hace lo que se supone que debe
hacer...

Una software seguro hace lo que se supone que debe
hacer... (@
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El reto en la seguridad en el software

Asegurar las
aplicaciones
existentes

seguridad en
nuevas

Corregir
Encontrar y remediar las Compliance Lograr que la seguridad sea
vulnerabilidades en el OX, PCl, MAAGTIC consistente en los procesos de
software ya desarrollado desarrollo de nuevo software
Certificar las

aplicaciones de
‘t} externos @
Outsourced ‘
! Open source

Commercial w
/
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Seguridad Aplicativa
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HP Fortify Software Security Assurance (SSA) Framework

Education Standards Strategic T Defensive J| Architecture Vulnerability | Infrastructure | Operational

& & Planning i Review Management | Hardening | Enablement
Guidance | Compliance

Alignment & Governance Requirements & Design Verification & Assessment Deployment & Operations

» Alineado con el modelo de madurez de seguridad en el software (SAMM — www.opensamm.org)
* Modelo sistematico para organizar, implementar y medir las capacidades de seguridad aplicativa

» Consta de cuatro disciplinas y doce areas funcionales que cubren todos los aspectos de seguridad en el
software

» Integra la experiencia de HP Fortify con alrededor de 500 implementaciones a nivel global @



Portafolio de Soluciones

Analisis Estatico Analisis Dinamico

Administracion de
Vulnerabilidades

Remediacion y
Prevencion (Estatico, Dinamico,

Runtime)

- HP Fortify
= Software
E Security Center

IDE Plugins
Audit
Workbench
Scan Wizard

Desarrolladores y Auditores y Gerentes de

Especialistas de Seguridad, Lideres de Proyecto
Qaanridad

Proteccion

Governance

Fortify
Governance
Module
(SSC Server Add-

4™

Projecf, Security, and
Management Stakeholders



Fortify SCA (Static Code Analyzer)

EY “WebGoat5.0 - C:\Program Files\Fortify Software\HP~

File Edit Tools Options Help

I Summary | AuditGuide | Scan | Report

Filter Set: [Security Auditor View v]

M 394 -146|CI7 [)748 .13

Group By: [Category N }

4 (] SQL Injection - [5 / 46]

@ BackDoors.java:106 (SQL Injection)
@ BackDoors.java:113 (SQL Injection)
@ BlindSqllnjection.java:122 (SQL Inject
u/ Challenge2Screen.java:220 (SQL Injec
& DOS_Login.java:114 (SQL Injection)
@ DOS_Login.java:134 (SQL Injedionil
u' Login.java:148 (SQL Injection)

» @l Loginjava:149 (Shared Sink) - [0 / 2]

» @l Loginjava:191 (Shared Sink) - [0 / 2]
' SqlNumericlnjection.java:130 (SQL In
u' SqliStringlnjection.java:112 (SQL Injec
u/ ThreadSafetyProblem.java:103 (SQLI

= lndateProfile.iava:176 (SOI Iniection
< m

o

[ Analysis Evidence

— |

VBScript
\nmeox WSH

CreateObject
FileSysObj

<?xml?>

Visual Basic

AYIA X

Asynchronous Javascript And XML

T-SQL

ORrACLE |
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| - -
‘ Felated Issues | SecurityScope Details
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ParameterParser.getRawParameter
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HP Fortify Software Security Center (SSC)

Welcome admin

\@ HP Fortify Software Security Center Lot | Accouns | Pretecences | Aot

Dashboard Projects

Reports Administration

Manage = Preferences

|_| Show Read Alerts

4 records found

Selectitem and... { ™
Date Project Ve
01-20-200 SCA- Sofi
01-15-200 SCA- Sofii
01-15-200 SCA- Sofii
01-15-200 SCA- Sofii

Alert Trige Current Value ]
Allocate Ti Awaiting Sign C =
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6 records found

Selectitem and... & /w0

Project Version LastUpload Totallssu Audit Perc

Asterisk - 1.2.10 01-22-
Riches Bank - 1. 01-22

-2009.. 968 P 021% P
-2009.. 14 B4 0.00% B
SCA- Sofia 01-15-
SPLC-1 01-26-

2009.. 67 4 0.00% B
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Trend
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HP Weblnspect

-
¥ HP Weblnspect S iE s
File Edit View Tools Scan AMP  Reports Help
) New -~ G5 Open - ¢4C |54 Policy ger 5] Report (< Schedule \QH SmartUpdate
> Start/Resume || Pause skip @ Audr
@ TrafficMonstor _ 00:09:59
Notes Pokcy: Standard
=1 Eno Audit 854 of 854 s
| Session Info P Hosts: 1
: Sessions: 7
§ [ lostinko Scan Status Vulnerabilities Audit
"= P3P Info
Completed @ Attacks Sert: 18,924
(3 moax Issues: 29
B Certificates Activity Req/Sec Network =
L Comments Crawding © - Total Requests: 20,001
e o - el | S :
ek —ty Sergr Inchades: 0
P Other Evt/Sec Criical Hoh Modm Low info Best Macro Requosts: 40
] Focws Script Execution - Practices 404 Probes: 219
W Hiddes 404 Check Redrects s6
e Seripes Attack Type Atacks o o - o o 2} Verfy Roquests: o
FEERs 51 Manipuiation 2,597 103 s2 o 2 o o Logouts: 28
= 5] Expioeatory 10,111 1 26 + 37 B & Macro Playbacks: <0
@G OffshaLile 41 Other 6,216 2 14 4 27 14 12 AJAX Requests: °
rameters Script Everts: 227
| — ¥icbytes Serk: 14,543 -
s Rsh Courk Description a
Hosts| @ Allowed Hosts Criteria | o a8 % Cross-Ske Scrpting E
= o & #1 Database Seever Error Message =
[ site Y 4 ¥ SQU Injection Confrmed (No Data Extraction)
o o 1 # 115 Global Server Varisbles Disclosure (global. 553, bak)
35 Sequence o 7  Mcrosoft ASP.NET or ASP Uricode Conversion Cross-Ske Scripting
X Search - 7 & Unencrypred Logn Form
— [~ 6 + Logns Sent Over Unencrypted Connection
QQJS‘QM ™) 3 ¥ Admin Section Must Require Authentication
- 1 & Winkd ney Adminictr abhom Arcacs Bvnavce =
2| i | @ irformation | 2 Besteractices || scentos | @ Server Information |

28 © Copyright 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.




HP Fortify Runtime — Real Time Protection

- Authorization Check Failure Fortify finsesure Randomness

Broken Link * Javascript Hijacking

Brut%ﬁorce Login Attengpt * Llink Spam Attack

Buf{?ér Overflow

=

* Link Spam: Persistent

* Method C¥J| Failure _
— * Poor Error Handling: Unhandled E§<§%I? iQn

* Privacy Violation: Credit Card

Internet
and .
Web Services =

= "®

o
Cookie Security

- COORErIT&?mpeI'I K Num Web
- . . —_—— —_— >
. dpplications * Privacy Violation: Social Secuiity’ s
Numbe

- Cross-Site Req . .

System | . Probing > Database
* Cross-Site Scripting Attack * Probing: :ommond Injection
+| Crosg;Rite Scripting o * Sessi ation Network
- Denial of Service > » o _ * Slow Method Call: Database Query

Directory Listing * SQL Injection

Forceful Browsing CorfsSystem Information Leakage

Header Manipulation F = User PrivilegfChange
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or SIEM (HP ArcSight)



Fortify Training

Entrenamiento con clases abiertas en Sunnyvale, California,
USA

Entrenamiento en sitio con instructores certificados de HP
ESP Fortify

Computer Based Training (CBTs)

Plataforma de E-Learning



HP Fortify OnDemand

Fortify on Demand

Executive Summary

@' RTIFY" on Dema Company: BigBankESMP Fortify Security Rating
Project e fedoiel
Version: 1.0 64 issues
Progects Static Analysis Date: July 15, 2009 Based on impact and likelihood of issues (see Appendix A).
Q@ Search | Search Finer None Dynamic Analysis Date: N/A Static: v Dynamic: X
1 recors touna
Application Type: E-Commerce Project Type: Application
(AN DRSNS Swiocthum am Technology Stack: Java/J2EE Data Classification: Customer personally
ProjectVersion Interfaces: Web Services (SOA) identifiable
vosmc Web Access
Top 5 Prevalent Categories Issues by Priority

Impact
13 7
Il Cross-Site Scripting: 35 (e Medium
B Cross-Site Request Forgery: 13
B sSQL Injection: 5
B SQL Injection: Hibernate: 3 >
M Uunreleased Resource: Streams: 3 Likelihood
B Other: 5
Issues by Attack Vector Remediation Roadmap
e B e L o o [ e
Database WL
Network o WL [ o}
— e — kakadod ok - =
Web Service 0 W W WL (o] o}
Other 21 W W W W (o] o
Total 64 Total 0 44




Posicionamiento en la industria
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Static

challengers leaders
- B )
1 I?M
- HP (Fon% Software)
- Veracode
$ _ Parasoft ./a
> Coventy\
()
o - -
>
= @ Klocwork
0
© @ GrammaTech » Checkmarx
T  Armorize Technologies,
s}
. J
niche players visionaries

N | completeness of vision |———p

As of December ﬁ‘o;lfg

| ability to execute ———

Dynamic

challengers leaders
(
»IBM
o HP
WhiteHat Security »
wCenzic
NT OBJECTives
Qualys o « °* Veracode
Codenomi Parasoft Acunetix
Mu Dynamicse .
N'Lavitung Securt
Msnwc'?rg:. » Quotium Technologies
g

niche players

visionaries

“~——— completeness of vision ——p»

As of December 2011

© Copyright 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.

7



Posicionamiento en la industria

OnTrsofT | | Over 1000 enterprise customers //CODiE/
(Comcast.| | « 9 of the 10 largest banks 2011 SIIA CODIE WINNER

= 10 of the top 10 telecomm firms
= 5 of top 5 insurance firms
= 9 of the top 10 ISVs
= 6 of the top 10 aerospace and
defense

wewmean | | Plus...
0] = L argest app security research group
s = 500+ vulnerability categories
T @& | | = 21 programming languages
= The most platforms and IDEs




Mitos sobre las soluciones HP Fortify

Si los desarrolladores la usan, desaparecen los problemas
Falso

Leyendo el manual aprendes sin el apoyo de un especialista
Falso

Esta es una poderosa herramienta que te da todos los errores de

seguridad y quedas certificado
Falso



Resumen

HP Fortify es una solucién cuya propuesta de valor es:

« Agilizar los tiempos para efectuar las pruebas de seguridad en el cédigo

* Prevenir problemas de seguridad desde etapas tempranas del ciclo de desarrollo

+ Reducir los costos asociados a la correccion de problemas de seguridad detectados en produccion

* Investigacién y actualizacién permanente sobre las vulnerabilidades nuevas y existentes

* Ayudar a evitar penalizaciones por incumplimiento de regulaciones internas, locales o de industria y SLAS
» Acelerar los tiempos de ejecucién de las auditorias externas e internas

* Proteger la reputacion e imagen publica del cliente por hackeos

+ Tiempos de respuesta menores ante un incidente de seguridad



iGracias!
Victor Rojo

victor.rojo@hp.com
+52 1 55 1069 31 57
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