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Elastic Stack

De forma facil y segura, recolecta datos
desde cualquier origen, en cualquier
formato, para que sea informacion
buscable, analizable y visualizable en
tiempo real.
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Tres soluciones, una misma tecnologia Nom

» dl L

Elastic Enterprise Search Elastic Observability Elastic Security

Kibana

Elasticsearch

Elastic Stack
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https://www.elastic.co/customers/success-stories?usecase=observability

Infraestructuras...

e FEnlanube. e Microservicios.
e Entornos on premise. e Monolitos.
e Contenedores. e SOA.
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Tipos de informacion.
Se puede generar todo tipo de informacion

Logs de aplicaciones.

Logs de servidores.

Informacion de trafico de paquetes de red.
Métricas de bases de datos o aplicaciones.
Informacién de negocio.
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Beats
Agentes de datos ligeros.

« (Cdbdigo abierto.

« Envian datos de cientos o miles
de maquinas y sistemas a
Logstash o Elasticsearch.

« Cientos de aportes de la
comunidad.

* Integracion con Kibana.

% elastic



% elastic

v

GROK

GEO IP

FINGERPRINT

DATE

CPR I’ user-identifier

[10/0ct/2000:13:55:36 -8700]

No



Logstash (ETL)

Pipeline de procesamiento de
datos.

« (Codigo abierto.

« Compatible con un montén de
origenes de informacion.

« Transforma e ingesta
informacion al gusto.

» Ingesta informacién en multiples
destinos a la vez.

« Enriquece informacién.

% elastic




._

Amazon CloudWatch

LY
=)—

Filez

.4—‘

.«

logstash

s

Beats

Ao—

Syslog

-

Pipeline

Outputs

E

Amazon S3

MongoDB

O~

Lo e ¥ D

— D

S= TR

f

Amazon Kinesis

% elastic

Elzsticzearch

csv

—— R

Amazon SNS



Logstash (ETL)

Pipeline de procesamiento de
datos.

Azure event hubs
Beats
CloudWatch
Couch DB
Elasticsearch
Exec

File

HTTP

jdbc
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Kafka
Kinesis
Log4j
Meetup
Rabbitmq
Redis

S3
Salesforce
Twitter
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QU kubernetes.labels.app : "kafka” and error

P e

2019-83-26

2019-03-26

2019-03-26

2019-03-26

2019-03-26

2019-83-26

2019-83-26

2019-083-26

2019-083-26

2019-03-26

2019-03-26

2019-83-26

2019-03-26

2019-03-26

e

e7:

07:

12

157

:57:

:57:

H T

s12:

y12:2

12:

A28

12

2022

[

:54.

154,

o

149

149

.403

.456

.553

.752

.369

.785

.786

.786

.786

.786

.786

.493

IRGING.AVYJLANT V] NOLI YAIY ATOUCTLPULIE | SYUTDL
or: NOT_LEADER_FOR_PARTITION

[kafka.log) [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

[kafka.log) [INFO] Retrying leaderEpoch request
FOR_PARTITION

[kafka.log) [INFO] Opening socket connection to
henticate using SASL (unknown error)
[kafka.log) [INFO] Opening socket connection to
henticate using SASL (unknown error)
[kafka.log] [INFO] Opening socket connection to
henticate using SASL (unknown error)
[kafka.log] [INFO] Opening socket connection to
henticate using SASL (unknown error)
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for partition __consumer_offsets-15 as the leader reported an err

for partition logs-8 as the leader reported an error: NOT_LEADER.

server kafka-zookeeper/10.47.244.48:2181. Will not attempt to aut

server kafka-zookeeper/10.47.244.48:2181. Will not attempt to aut

server kafka-zookeeper/10.47.244.48:2181. Will not attempt to aut

server kafka-zookeeper/10.47.244.48:2181. Will not attempt to aut

[kafka.log] [INFO] Error sending fetch request (sessionId=839852868, epoch=517118) to node 2: java.nio.channels.C

losedSelectorException.

[kafka.log] [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

[kafka.log] [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

[kafka.log) [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

[kafka.log) [INFO] Retrying leaderEpoch request
r: NOT_LEADER_FOR_PARTITION

[kafka.log] [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

[kafka.log] [INFO] Retrying leaderEpoch request
or: NOT_LEADER_FOR_PARTITION

for partition __consumer_offsets-47 as the leader reported an err

for partition __consumer_offsets-11 as the leader reported an err

for partition __consumer_offsets-41 as the leader reported an err

for partition __consumer_offsets-5 as the leader reported an erro

for partition __consumer_offsets-35 as the leader reported an err

for partition __consumer_offsets-17 as the leader reported an err

[kafka.log) [INFO] Error sending fetch request (sessionId=1383574239, epoch=127483) to node @: java.nio.channels.
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— . Metrics

Inventory Metrics
Q) Search for infrastruct
Show Docker Containers

Show history

ure data e.9. host

Explorer Settings

Metric CPU usage

Docker Container details

Docker Container logs
Docker Container metrics
Docker Container APM traces
Docker Container in Uptime

Create alert

name:host-1

¥ Add data

Anomaly detection Alerts

Auto-refresh

& 01/11/2021 8:58:51 AM

Group by Service type Sortby Name v Last 1 minute
system 8 redis 2

localtesting_7.11.0_elasticsearch

CPU usage 199.1%

Memory usage 54.7%

Inbound traffic 13.8Mbit/s

Outbound traffic 1.5Mbit/s

0.3% 99 5% 199.1%
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(0] APM

opbeans-ruby Transactions Api:OrdersController#findex

Api:OrdersController#index

Q Search transactions and errors... (E.g. transaction.duration.us > 300000 AND context.res

Transaction duration

4Sms

10PM 1NPM Tue 26

® Avg. 1Sms @ 95th percentile

Transactions duration distribution @
800 req.
400 req.
0 req,
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@ Machine learning: View Job

01 AM 02 AM

@ 95th percentile

15ms 20

v Mar 25,2019 @ 21:00:00. - Mar 26, 2019 @ 03:05:00. C Refresh
Requests per minute
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. SIEM Hosts

© @

Overview Hosts Network Timelin X {} Untitled Timeline Description 7 Notes o @ [l v Year to date Show dates @

QU e.g. host.name: “foo”

Hosts

Last Event: in 20 days

400
250
100

201906403 20190603 201906-0

All Hosts

Showing: 21,116 Hosts

heate-ri-immitahla-nihintin- 1804~

B

User A

)
'
'
'
host.name: “siem-es” X .
)
'
)
'
1

Drop here to bulld an OR query

mo Filter ~  QQ event.action:"config_change" and event.dataset:"file"

Fields v @timestamp + event.severity event.category event.action host.name

Q (3 Jun 3,2019 @ 19:40:15.160 - audit-rule executed siem-es

Session # unset S root @ siem-es in £/ executed >.ip  routelstable local type local scope host dev ethO proto 66  with result  success

£ (O Jun3,2019 @ 19:40:15160 - audit-rule executed siem-es

Session # unset S root @ siem-es in B2/ executed >. google_network. with result fail

Q (2 Jun 3,2019 @ 19:40:15.160 -- audit-rule executed siem-es

Session # unset S root @ siem-es in B3/ executed >. google_network. with result fail

;@ (2 Jun 3, 2019 @ 19:40:15160 - audit-rule executed siem-es

Session # unset S root @ siem-es in B3/ executed >. google_network. with result fail

{> {3 Jun 3,2019 @ 19:40:15.160 - audit-rule executed siem-es

Session # unset Sroot @ slem-es in B3/ executed >. google_network_ with result fail

25 v of 14846121 Events ® Updated 4 minutes ago



Elasticsearch

El corazdn del Elastic Stack,
gratuito y abierto.

« (Codigo abierto.

« Motor de busqueday analitica
RESTful.

« QOperaciones en tiempo real.

 Escalable y distribuido.

« Util para un montdn de casos de
uso.

% elastic



ESCALA VELOCIDAD RELEVANCIA
Distribuido por disefio Encuentra informacién Obtén resultados con
en milisegundos alta relevancia

®
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Let’s analyze the web

logs by country...

3 .
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Kibana
La ventana al Elastic Stack.

* Herramienta de administracion
del Elastic Stack.

« Visualizaciones y dashboards en
tiempo real.

« Escalabley distribuido.

« Cobdigo abierto.

« Util para un monton de casos de
uso.

% elastic
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Filters hearch KQL @ v Last 7 days Show dates

+ Add filter
Source Country 0s Bytes [Logs] Visitors by 0S
Select... Select... .
0 19956 win 7 (19.44%) osx (20.74%)
y 4
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[Logs] Traffic Overtime [Logs] Heatmap
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[Logs] Total Requests and Bytes

Last 117 days

LAYERS

Actual Requests
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Total Requests by Country

s : &3 Road map - dark
Q oy Eoy Yo
Ay Add layer
. ~ d
- "
o . N - A
(’: b i
A L -t ‘
3 A ‘
v e S ", =
( \ y
A @ N
(¢} S=8
= 5l 2
L1 4
o]

WA, Ve Sl LHING TUalE ARt DRE I3 S TCIMAp SIS ea i CeXOpenMb ol e sRO pen Steet Mapicon e butor s)



& Elastic

200 94.444%

q Auto apply

Data Panel options Annotations

Data sources

. Index pattern (required)

kibana_sample_data_logs

Query string

tags:error AND tags:security

. Visualize [Logs] Response Codes Over Time + Annotations

e 404

* k * * * *
per 12 hours

0% e 503 5.556%

Time field (required)

timestamp

2020-06-25 00:00

Security Error from NG on
artifacts.elastic.co

The changes will be auton

Ignore global filters?  Ignore panel filters?

2] Lucene @ vYes No O ves o

Icon (required)

Asterisk

v

Fields (required - comma separated paths)

geo.src, host

Row template (required)

Security Error from {{geo.src}} on {{host}}
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. Machine Learning Anomaly Detection =~ Single Metric Viewer

1 intervai: 30m, bucket sp

1 auto 12h 1d 1w 2w 1M {aggre

A | e

2020-10-23 00:00

2020-10-18 204" F10-25

1 2 3 4 5 6 7 8 9
1,600,000
1,400,000
anomaly score 29
1,200,000
actual 1,531,040.373
1,000,000 upper bounds 925,453.004
lower bounds 364,148.471
800,000
600,000
400,000
200,000
2020-10-17 00:00 2020-10-19 00:00 2020-10-21 00:00
2020-09-20 2020-09-27 2020-10-04 2020-10-11 |
| Annotations Totak 11
event:(user or delayed_data)
Label Annotation From To Last modif... Last modif.. Event
3 Datafeed has missed 1,625 documents due to ingest latency, latest bucket with missing data is [2020-  2020-10-16 2020-10-16 2020-10-16 —_— delaved: dste
10-16T07:45:00.000Z]. Consider increasing query_delay 00:45:00 01:00:00 02:46:11 o
Datafeed has missed 4,197 documents due to ingest latency, latest bucket with missing data is [2020-  2020-10-20 2020-10-20 2020-10-20
6 : ) ; e X S xpack delayed_data
10-20T07:30:00.000Z]. Consider increasing query_delay 00:30:00 00:45:00 02:31:11
8 Datafeed has missed 4,537 documents due to ingest latency, latest bucket with missing data is [2020-  2020-10-21 2020-10-21 2020-10-21 xpack delayed_data
10-21T07:45:00.000Z]. Consider increasing query_delay 00:45:00 01:00:00 02:53:41 P yRsLpe
Datafeed has missed 4,278 documents due to ingest latency, latest bucket with missing data is [2020-  2020-10-21 2020-10-21 2020-10-21

BV DAL L P s

Event - Filter to series

Detector Partition By Actions
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= . Graph Kibana Sample Data - Data Logs

New Save Inspect Settings
kibana_sample_data_logs Search your data and add to graph

KQL Graph
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~ 2 years ago to ~ 2 years ago

TOTAL SALES
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SELF-MANAGED

SaaS

Subscription Options

OPEN SOURCE ‘ BASIC GOLD ‘ PLATINUM ‘ ENTERPRISE

. Paid Proprietary Features
Open Source Free Proprietary

Features Features .
Elastic Support

ELASTIC CLOUD
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# Elastic Cloud

Enterprise search,
observability, and
security for the cloud

Quickly and easily find information, gain insights, and protect your
technology investment whether you run on Amazon Web
Services, Microsoft Azure, or Google Cloud.

Start a free 14-day trial, no credit card required.
Or subscribe through AWS, Azure, or Google Cloud marketplaces.

NowBBit



Nombres de campos Novﬁﬁ

Cuando tenemos informacion de multiples origenes puede
suceder lo siguiente:

e Campos con la misma informacidén pero con nombres o
tipos de datos distintos.
e Por ejemplo: user, username, nginx.access.user_name

Esto tiene un gran impacto a través de multiples indices.

| don't have
this field.

idis a
numeric field.

Here it goes.

logs_server2 logs_server3

logs_server1

[ ]
@e my_cluster




Elastic Common Schema

e Es una especificacion open source.
o Que define un conjunto comun de campos de documentos.

e Esta diseflado para admitir modelos de datos uniformes.
o Especifica nombres de campos y tipos de datos de Elasticsearch para

cada campo.
o Provee descripcionesy ejemplos de uso.

% elastic



Elastic Common Schema

e EIl ECS define dos niveles de campos: Core y Extended.

e Core
o Campos que son comunes a través de la mayoria de casos de uso.

e Extended
o Campos que complementan la informacion de los core fields.
o Contienen informacion mas especifica.

Q .
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iGracias!

NowBit, expertos en buscar, observar y proteger.
www.nowbit.co




